Hashfunktioner
og salt!




Hvad er problemet med denne tabel?

(uden passwoxrd kolonnen)

[e! brugernavn password o hashed_password o

# enter text ‘ enter text ‘ ‘ enter text ‘

1 "malene” 12345 "d098470589829ee3c27420978d6407dd03230a514]
2 "admin" "admin" "8c6976e5b5410415bde908bd4deel5dfb167a9¢c873f¢
3 "peter@mail.dk" "qwerty" "65e84be33532fb784c48129675f9eff3a682b27168c ¢
4 "olebent@haderslev.dk" "password" "5e884898da28047151d0e56f8dc6292773603d0d6as
5 "mette" "password" "5e884898da28047151d0e56f8dc6292773603d0d6as




Hash funktionen er deterministisk

"olebent@haderslev.dk" "password" "5e884898da28047151d0e56f8dc6292773603d0d6as:

"mette" "password" "5e884898da28047151d0e56f8dc6292773603d0d6a¢ |

Problemer

1) Hvis hackeren har held til at geette Ole Bent’s password, sa
har hackeren ogsa Mettes password.

2) Hvis der er mange ens hashvaerdier: Det kan veere tegn pa, at
websiden har et default password.




Rainbow attacks

The 50 Most Used Passwords

1. 123123
12. baseball
3. 12345678 13, abe123 NSX 43
& qwerty 14, football 4. jordan 44. bustes .
17 X 15. monkey ¢ 'l"' 45. andrew + h a S hfu n ktl O n
. 16 letmein 36,123“ 46. batman
w 17. shadow 37121212 47, soccer
18, master 28, killer . tigger

19 696969 39, trustnol. 49. charti
""i",. A 20. michael mw p S0. robert

Sammenlign hash-veerdi med hash-veerdien fra
den stjalne password-tabel.




Hash table

Ord fra ordbogen + tilfaeldige Hash-veerdi
strenge + mest brugte passwords

Sammenlign hash-veerdi * Fordel: Pre-computed
med hash-veerdien fra den * Ulempe: Hash tabellen
. o fylder meget
stjdlne password-tabel. ’ :
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Password p4s5w3rdz
Salt

Hash f4c31aa
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id

brugernavn

enter text

Den nye tabel med salt

8 password

salt

£ hash_incl_salt

| enter text

‘ enter text

| enter text

1 "malene” "12345" 555 "5d10159a84dcf991bad3d/7a463e2c7d3c244080afe84
2 "admin" "admin" 29 "0219ee3bbf6349d10f6850f60a7114be81858d97d9c 3¢
3 "peter@mail.dk" "gwerty" 343 "deb7{f579536972bc86d4c7df861fa951bbef2ledeaf4:
4 "olebent@haderslev.dk" "password" 462 "dceb2/75af153f81979e06594elebed/73180b54f3e5a8"
5 "mette" "password" 656 "Gef3dblab2fcfdd4766627606fc0/73a2e3fch523bct9
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